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Based Security Codes Are Becoming the
Mullet of Cybersecurity

2FA, Duo, SMS

3 by Craig Peterson


https://craigpeterson.com/category/2fa/
https://craigpeterson.com/category/2fa/duo/
https://craigpeterson.com/category/sms-2/

Introduction: That "Secure" Text Ain't So
Secure, Folks

Remember how we used to think fax machines were the height of security? Or how about when we all believed
our AOL email accounts were basically digital Fort Knox? & Well, folks, we've got another technological bubble

that's about to burst - and it might be sitting in your text messages right now.

Those six-digit security codes that get texted to your phone when you log into your bank, email, or crypto
wallet? They're about as secure as using "password123" or leaving your house key under the welcome mat.

#0ldSchoolNotCool

And even though Mullets are making a bit of a comeback, SMS-based security codes should never return.

Why Text Message
Security Codes Are Obsolete

The Safer Alternatives You Need Now
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The Problem With Those Little Number
Texts

Let me paint you a picture. You're sitting at your favorite coffee shop, trying to log into your bank account. You
get that familiar text with a six-digit code. You feel safe, right? Wrong! Some hoser sitting three tables away
might be intercepting that text right now while sipping their oat milk latte. #YikesonBikes And its easier than
you may think.

SMS-based authentication (that's tech talk for "texting you a code") has some serious weaknesses that make
it the cybersecurity equivalent of using a screen door on a submarine.

=" Public WiFi Vulnerability

When connected to public networks, your SMS messages can be intercepted by attackers using simple
tools.

Network Vulnerabilities

SMS messages travel through cellular networks that weren't designed with modern security
requirements in mind.

False Sense of Security

Users believe SMS codes are secure, leading to complacency about other security measures.
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Sim Swapping: The Digital Identity Theft
You Haven't Heard Of

Remember that scene in "Face/Off" where John Travolta and Nicolas Cage swap faces (I found it pretty scary
when it came out)? Well, hosers are doing something similar with your phone number through something
called SIM swapping.

In 2019, a guy named Michael Terpin lost - get this - $24 MILLION in cryptocurrency when hosers convinced his
mobile carrier they were him and transferred his phone number to their device. Suddenly, all those "secure"
text codes were going straight to the criminals! That's like handing your house keys, alarm code, and the
location of your hidden cash to a burglar. #NotGreatBob

https://www.coindesk.com/markets/2020/05/14/crypto-investor-michael-terpin-loses-lawsuit-against-

att-over-sim-hack/

How SIM Swapping Works

1. Attacker gathers personal information about the
target

2. Contacts the victim's mobile carrier pretending to
be them

3. Convinces carrier to transfer the phone number
to a new SIM

4, Receives all SMS messages, including security

codes

5. Uses codes to access accounts and steal assets


https://www.coindesk.com/markets/2020/05/14/crypto-investor-michael-terpin-loses-lawsuit-against-att-over-sim-hack/
https://www.coindesk.com/markets/2020/05/14/crypto-investor-michael-terpin-loses-lawsuit-against-att-over-sim-hack/

Man-in-the-Middle: Not a 1980s Buddy

Cop Movie

Another trick these hosers use is called a "man-in-the-middle" attack. This isn't some forgotten
Schwarzenegger flick - it's when criminals position themselves between you and your service provider. (It also

pops up its ugly head with some supposedly secure VPN services.)

In 2020, a small accounting firm in Boston had their entire client database compromised when an employee
logged in using SMS verification over public WiFi. The hosers intercepted the code and got complete access to
tax records and bank information for over 200 clients. It was messier than the final scene of "Die Hard."

#YippeeKiYay

You

Attempt to log in to your
account and request a
verification code

&

Attacker

Intercepts the communication
between you and the service

=
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Service Provider

Sends authentication code,
unaware of the interception
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Why Big Tech is Saying "Hasta La Vista,
Baby" to SMS Security

Google, Microsoft, and other tech giants aren't waiting around for more disasters. They're actively pushing to
eliminate both passwords AND SMS authentication. Why? Because they know what many of us don't want to
admit - this system is fundamentally flawed.

The industry is moving away from SMS-based authentication because the risks far outweigh the
convenience. Major tech companies are leading this shift to protect their users and their own reputations.
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The Google Authentication Shift

In May 2022, Google announced they were automatically enrolling users in two-factor authentication - but
notably NOT the SMS kind. They're pushing people toward their Google Authenticator app or physical security
keys.

It's like Google saying, "SMS-based codes are like using a paper towel as an umbrella." | don't know about you,
folks, but | prefer actual umbrellas when it rains! #ThankYouCaptainObvious

https://blog.google/technology/safety-security/making-sign-safer-and-more-convenient/

Google's Authentication Alternatives

e Google Authenticator app

e Physical security keys

e On-device prompts

e Biometric verification

These methods provide significantly stronger

security than traditional SMS codes while
maintaining or improving user convenience.



https://blog.google/technology/safety-security/making-sign-safer-and-more-convenient/
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Microsoft's Passwordless Future

Microsoft has gone even further, allowing users to completely remove passwords from their accounts in favor
of authenticator apps, security keys, or biometrics (fancy word for using your face or fingerprint).

Their chief security officer said, "Passwords are like that friend who always borrows money and never pays you
back - they've outlived their usefulness." #TruthBomb

2015-2018 1

Microsoft begins research into passwordless
authentication methods

2 2019

Introduction of FIDO2 security key support
for Microsoft accounts

2020 3

Microsoft Authenticator app begins
supporting passwordless login

4. 2021

Full passwordless option rolled out to all
Microsoft account users



Real Talk: The SMS Horror Stories

Let me tell you about Frank (not his real name, protecting the embarrassed here). Frank runs a small plumbing
supply company in New Hampshire. Not exactly a high-tech operation - they still have a fax machine, for Pete's
sake! #VintageVibes

Frank thought nobody would target his business. Why would they? He's not exactly Elon Musk. But last year,
hosers SIM-swapped his phone number, intercepted his bank authentication texts, and drained $42,000 from
his business account. All while he was at his kid's soccer game!

The bank eventually returned most of the money, but it took THREE MONTHS. Meanwhile, Frank couldn't make
payroll and almost lost his business.

Small businesses are increasingly targeted
because they often have weaker security
measures but still handle significant amounts of
money. They're the perfect middle ground for
attackers looking for valuable targets with

minimal protection.
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The Better Way: Authentication That
Actually Works

So if text messages aren't secure, what the heck should you be using? I'm glad you asked, folks! #imHereToHelp

Physical Security Keys Authenticator Apps

Mobile applications that

Small USB devices that provide p " generate time-based one-time
hardware-based authentication q
passwords
Biometric
Password Managers Authentication
Secure vaults for generating and [5 @, Using unique physical

storing complex, unique T ,
characteristics like fingerprints
passwords _ .
or facial recognition

Each of these methods offers significantly better protection than SMS-based authentication while still
maintaining convenience for users.



Physical Security Keys: The Fort Knox
Option

Physical security keys are like tiny little secret-keepers that plug into your computer or phone. Google
reported that after implementing these for their 85,000+ employees, they haven't had a SINGLE successful

account takeover. Not one! #lmpressiveStats

They cost about $20-50, which is a lot cheaper than having your accounts hacked. It's like buying a real lock for
your front door instead of just hoping nobody tries the handle.

Benefits of Physical Security Keys

Cannot be remotely intercepted
e Resistant to phishing attacks

e No batteries required

e Works across multiple devices

e Supported by major services like Google,
Microsoft, and Facebook

100% $20-50 0

Phishing Prevention Average Cost Account Takeovers

Success rate in preventing phishing ~ One-time investment for years of At Google after implementing
attacks at Google protection security keys
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Authenticator Apps: The Practical Middle
Ground

Apps like Duo Mobile (https://duo.com) generate codes that change every 30 seconds and never travel
through insecure SMS channels. They're like those fancy watches that James Bond uses - they look simple but
do some seriously secure stuff.

One manufacturing company in Connecticut switched from SMS to Duo and saw their successful phishing
attacks drop by 97%. That's not a typo, folks - NINETY-SEVEN PERCENT! #MindBlown

How Authenticator Apps Work

1. You install the app on your smartphone

2. Link it to your accounts through a QR code or
setup key

3. The app generates time-based codes that change
every 30 seconds

4. When logging in, you enter the current code from
the app

5. The service verifies the code is correct and grants
access

Reduction in successful phishing attacks
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Password Managers: Your Digital
Memory Bank

If you're juggling multiple passwords (and you should have different ones for each account), a password
manager like 1Password is your new best friend. It's like having a super-organized friend who remembers

everything for you.

Using password managers results in fewer security breaches.

1

Generate Complex Passwords 2

Password managers can create random, highly
secure passwords like "j8K#p2ILmN7@gR" that
are impossible to guess but you never need to
remember.

Auto-Fill Credentials 4

Browser extensions and mobile apps can
automatically fill in your login information,
making secure practices more convenient than
insecure ones.

Store Everything Securely

All your passwords are stored in an encrypted
vault that only you can access with a single
master password or biometric authentication.

Monitor for Breaches

Many password managers alert you if your
accounts appear in known data breaches,
allowing you to change compromised
passwords immediately.



The "Aha!" Moment: Why This Actually
Matters To You

You might be thinking, "Craig, | don't have millions in crypto or state secrets on my phone. Why should | care?"

Here's the thing, folks. Most hosers aren't looking for million-dollar scores. They're looking for EASY scores.
Using SMS authentication is like putting a "Rob Me" sign on your digital life.

Remember my friend Frank? He wasn't targeted because he was special - he was targeted because he was
VULNERABLE. #HardTruths

The average cost of recovering from identity theft is $1,551 and takes about 200 hours of personal time. That's
like working a full-time job for FIVE WEEKS just to clean up the mess! And that doesn't include the emotional toll
of having your digital life violated.

https://www.cnbc.com/2021/03/23/consumers-lost-56-billion-dollars-to-identity-fraud-last-year.html

1,800

1,200 =

600

]
Financial Cost Hours to Recover Weeks of Full-Time Work
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Three Steps To Take TODAY (Like, Right
now, Folks)

Ready to protect yourself? Here are three things you can do before you finish your coffee:

Check which accounts
still use SMS
authentication

Start with your email and
banking accounts - they're the
keys to your kingdom.
#PrioritizeThis

e Loginto important accounts
e Find security or 2FA settings

e Note which ones use text
messages

e Prioritize these for
upgrading

Download and set up
Duo Mobile

(https://duo.com) as your

authenticator app. It's free for
personal use and takes about 5
minutes to set up. That's less
time than it takes to watch
those cat videos you were
planning to watch anyway.
#CatsCanWait

Get a password
manager

like 1Password to create and

store strong, unique passwords
for all your accounts. Think of it
as hiring a security guard for
your digital life who works for
pennies a day.
#BargainOfTheCentury


https://duo.com/
https://1password.com/
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Wrapping Up: The Future Is Now (And It
Doesn't Include Text Message Codes)

The shift away from SMS authentication isn't just some tech trend like fidget spinners or Bitcoin NFTs. It's a
fundamental security upgrade that everyone - from your tech-savvy nephew to your "what's-a-browser" aunt -
needs to make.

As we used to say back in my day - this train is leaving the station, and you don't want to be left on the
platform! #AllAboard

Those six-digit texted codes may seem convenient, but they're the cybersecurity equivalent of those awful
mullet haircuts from the '80s - they seemed like a good idea at the time, but we now know better.

Just like the mullet, SMS authentication is
outdated technology that we once thought was
cutting edge. It's time to move on to more secure

solutions that protect our digital lives.

Get Duo Mobile Try 1Password



https://duo.com/
https://1password.com/

